ATM/SST Access Control
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ENHANCED ALERTS

SOLUTION THAT COMES
PRECONFIGURED

p» CENTRALLY CONTROL USBs,
FIREWALL RULES, PASSWORDS,
USERS, RUN REMOTE COMMANDS,

P PROTECT FROM HACKERS USING
OUR LOCKDOWN FACILITY AND

P RAPID TO DEPLOY, INTEGRATED
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Access
Control

ATM/SST PROTECTION:DESIGNED FOR ATMS WITH SEAMLESS INTEGRATION

Virtually eliminate ATM site visits by using
ATMInsight Access Control

ATMInsight-Access Control is
a purely ATM/SST based
solution designed to establish a
barrier between the ATM and
wide area network that locks
down the ATMs by monitoring
incoming & outgoing network
traffic and decides whether to
allow or block specific traffic
based on a defined set of
security rules.

Banks have the flexibility of

centrally creating rules that
explicitly allow certain traffic,

Key features and benefits:

ATMinsight-Access
Control — an
essential component
of a bank’s ATM fleet
network security that
protects the fleet
from malicious
activity, unauthorized
access and cuts site
Visits.

dropping all other traffic
resulting in a secure and locked
down environment.

Given the pervasiveness of
unauthorized access &
malicious activity, banks have
much to gain by taking steps to
reduce their attack surface.

Remotely control USB access,
change passwords, manage
users, run remote commands,
set firewall rules, etc.

®  (Centrally control USBs, firewall rules, passwords, users, run remote commands, etc

®  Monitors incoming and outgoing network traffic

e  Online 24/7 with central

® Real-time threat alerts

e Establishes a barrier between the ATM and wide area network

® Definable rules to limit access to the ATMs, effectively locking down the system

Flexible, Centralised Control
Distinguish between public and
private traffic and centrally create
rules that explicitly allow certain
traffic.

Secure & Fast

Uses enhanced security features
to safeguard data without affecting
performance.

Specifically for ATMs
Designed only for Self Service
Terminals.
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wUSAGL 24/7 Online ATM Security

® Protects the ATM fleet from malicious activity and unauthorised access & by removing inherent vulnerabilities within the ATMs

® ATMiInsight-Access Control is not a security patch but an integral part of our ATMInsight Advanced ATM Management solution
® Specifically designed for ATMs (and SSTs) only

Usagi Ebanking Innovation Ltd

Email: info@usagionline.com
Web: www.usagionline.com

Tel: +44 (0) 20 32393118
London, United Kingdom

Lt USAGI

Zédméini Innovation



